SOLUTION BRIEF

Mapping Illumio Core
to the SWIFT Customer
Security Controls
Framework v2019

SOLUTION BRIEF
The CSCF is made up of a core set of mandatory and
advisory security controls for all SWIFT members:

The SWIFT Customer Security Controls Framework
(CSCF) v2019 was announced in August 2018. This
document provides an overview of the changes and an
update on how Illumio Core maps to the controls. All
SWIFT users must attest compliance against the CSCF
mandatory controls by the end of 2019.

• Mandatory security controls establish a security
baseline for the entire community and must be
implemented by all users.
• Advisory controls are based on good practice that
SWIFT recommends users to implement.

What is the SWIFT Customer
Security Controls Framework?

Over time, mandatory controls may change due to the
evolving threat environment, and some advisory controls
may become mandatory. Some of these changes are
already reflected in the CSCF v2019.

SWIFT is the world’s leading provider of secure financial
messaging services. SWIFT is used and trusted by more
than 11,000 financial institutions and global enterprises
with treasury and global payment operations in more
than 200 countries and territories around the world. The
CSCF outlines a set of security best practices that the
member community must adopt in order to secure the
global payments ecosystem. The controls are designed
to increase security around the SWIFT application
as well as its supporting infrastructure. The controls
were developed based on SWIFT’s analysis of cyber
threat intelligence in conjunction with industry experts
and user feedback. The SWIFT security controls have
been mapped against the following three international
security standards: PCI DSS, ISO 27002, and NIST.

All controls are articulated around three
overarching objectives:
• Secure Your Environment
• Know and Limit Access
• Detect and Respond
These objectives are supported by 8 security principles
and 29 security control objectives. Figure 1 is a graphical
representation of the CSCF v2019 objectives and
security principles.

Secure your environment

Know & limit access

Restrict Internet Access

Prevent Compromise of Credentials

Protect Critical Systems from General IT Environment

Manage Identities and Segregate Privileges

Reduce Attack Surface and Vulnerabilities

Detect & respond

Physically Secure the Environment

Detect Anomalous Activity to Systems or
Transaction Records

Plan for Incident Response and Information Sharing
Figure 1: Framework Objectives and Principles.
Source: swift.com.
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Overview of Changes in the
CSCF v2019

In addition, the new CSCF provides guidance and
clarifies, where applicable, implementation guidelines
or alternative implementations.

The CSCF v2019 promotes three advisory controls
from the previous release to mandatory controls:

How Illumio Core Addresses SWIFT
Security Controls

• Control 2.6 – Operator Session Confidentiality
and Integrity

Illumio Core maps to eight mandatory controls and six
advisory controls of the CSCF v2019. The description
of Illumio Core’s ability to support a control objective
is based on the published control context and
implementation guidelines provided in the CSCF
v2019 document. The table below summarizes
Illumio’s internal analysis.

• Control 2.7 – Vulnerability Scanning
• Control 5.4 – Physical and Logical Password Storage
It also introduces two new advisory controls:
• Control 1.3A – Virtualization Platform Protection
• Control 2.10A – Application Hardening

1. Restrict Internet Access and Protect Critical Systems From General IT Environment
Control

Control Object

Control Type

Illumio
Analysis

1.1 SWIFT
Environment
Segregation

Segment the local SWIFT infrastructure from
potentially compromised elements of the general
IT environment and external environment.

Mandatory

FULL

Description of Illumio Core Support
Illumio Core directly addresses this control with the following capabilities:
• Validate the data and the scope of the SWIFT infrastructure with a real-time application dependency map.
• Segment the in-scope SWIFT infrastructure from the rest of the enterprise environment by programming
each covered host’s native Layer 3/Layer 4 stateful firewalls.
• Enable additional segmentation between secure zone components by limiting host-to-host communications
and trafficflows to the port, process, and protocol level.
• If the secure zone needs internet access, the user can create outbound rules for only the workloads that
require access, and allowlist the IP addresses that the covered workload is allowed to communicate with.
Outbound rules from the covered workload also ensure that connections can only be initiated in the
outbound direction and the reverse is denied.
• In the instance that the secure zone has dependencies on shared enterprise services, the rulesets for the
covered workload can be defined to limit the connections to specific ports, processes, and protocols and
deny anything else.
• Rulesets program each host’s native stateful firewalls so that you do not have to re-architect your networking
infrastructure or install additional virtual firewalls to create fine-grained layers of segmentation.
• Control what authorized VDI users can access in the SWIFT zone based on their Microsoft Active Directory
group memberships.
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Description of Illumio Core Support (continued)
Illumio Core uses a default-deny model so unauthorized users and server connections (or attempts to connect)
are automatically blocked and flagged.

Control

Control Object

Control Type

Illumio
Analysis

1.3A Virtualisation
Platform Protection
(NEW)

Secure virtualisation platform and virtual machines
(VMs) hosting SWIFT-related components at the
same level as physical systems.

Advisory

PARTIAL

Description of Illumio Core Support
Illumio Core’s default-deny model is applied at the operating system level, not at the hypervisor level.
Illumio Core partially addresses this control by:
• Blocking and logging unauthorized attempts to connect to all hosts (virtualized, bare-metal, cloud, containers).
• Providing close to real-time visibility into the network segregation.
• Programming the native Layer 3/Layer 4 stateful firewalls to control communications and flows across virtualized
hosts and non-virtualized hosts.
• Controlling communications from the virtual hosts to the internet to support hardening Policy Generator enables
the authorized user to create and enforce outbound rules on the covered VM hosts down to the process, port,
and protocol levels if need be.
• Using Adaptive User Segmentation (AUS) to enable least privilege access. AUS utilizes Microsoft Active Directory
group memberships to control the applications with which a VDI user can communicate.

2. Reduce Attack Surface and Vulnerabilities
Control

Control Object

Control Type

Illumio
Analysis

2.1 Internal Data Flow
Security

Ensure the confidentiality, integrity, and authenticity
of data flows between local SWIFT-related
applications and their link to the operator PC.

Mandatory

FULL

Description of Illumio Core Support
Illumio Core fully addresses this control in several ways:
• The application dependency map provides real-time validation of data flows and reporting to validate
historical data flows and communications (via the Explorer service).
• Limit access to the SWIFT data flows by programming the native Layer 3/Layer 4 stateful firewalls of
each covered host.
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Description of Illumio Core Support (continued)
• SecureConnect encryption protects the confidentiality and integrity of data flowing to and from SWIFT
infrastructure (host OS infrastructure agnostic environments).
• SecureConnect and Adaptive User Segmentation (AUS) can be combined to limit access to and encrypt
communications between the SWIFT zone and VDI user’s instance. This maps to the NIST Subcategories
PR.AC-5: Network integrity is protected, incorporating network segregation where appropriate; and
PR.DS-2: Data-in-transit is protected.
• AdminConnect controls access to the SWIFT secure zone based on PKI certificates of the device. Using
AdminConnect with SecureConnect provides an additional layer of protection for securing SWIFT
communications and data flows.

Control

Control Object

Control Type

Illumio
Analysis

2.2 Security Updates

Minimize the occurrence of known technical
vulnerabilities within the local SWIFT infrastructure
by ensuring vendor support, applying mandatory
software updates, and applying timely security
updates aligned to the assessed risk.

Mandatory

PARTIAL

Description of Illumio Core Support
Illumio Core partially supports this control in several ways:
• Illumination (the application dependency map) and Explorer can be utilized to validate the network and data flows
that are in scope as a secure zone.
• Ingest third-party vulnerability scan data to create a vulnerability map that shows which vulnerabilities can
be exploited and the potential lateral attack pathways that a malicious actor could exploit.
• Calculate the Vulnerability Exposure Score (VES), which measures risk and operational impact by calculating
how many workloads can potentially exploit vulnerabilities.
• Use Policy Generator enhanced by the vulnerability map to refine existing firewall rules on the vulnerable
hosts and as a compensating control.
• After firewall rules are updated or patches are applied, the vulnerability map will recalculate the VES to validate
that compensating controls have been applied effectively.

= $320,000,000
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Control

Control Object

Control Type

Illumio
Analysis

2.3 System Hardening

Reduce the cyber attack surface of SWIFT-related
components by performing system hardening within
the secure zone and user PCs.

Mandatory

PARTIAL

Description of Illumio Core Support
Illumio Core partially addresses this control. A key component of system hardening is limiting access to devices
by closing ports. Illumio Core enables you to program the native Layer 3/Layer 4 stateful firewall at each host to
limit communications down to the port, process, and protocol. It can close ports on a per-host basis, enabling
organizations to quickly and effectively conduct system hardening across dynamic, distributed environments.
Since Illumio Core is infrastructure agnostic, it can help enforce the lockdown of ports across bare-metal servers,
virtual machines, public clouds, and containers.
Policy Generator utilizes the policy engine which calculates the recommended firewall rules based on the
baseline model of the applications’ connections and traffic, and also provides a workflow to create and
enforce the rules to lock down ports at scale. This capability increases the time to execute least privilege
practices to a system.
This maps to the NIST Subcategory PR.PT-3: The principle of least functionality is incorporated by configuring
systems to provide only essential capabilities.

Control

Control Object

Control Type

Illumio
Analysis

2.4A Back Office
Data Flow Security

Ensure the confidentiality, integrity, and mutual
authenticity of data flows between back office
(or middleware) applications and connecting
SWIFT infrastructure components.

Advisory

FULL

Description of Illumio Core Support
Illumio Core is host infrastructure agnostic. Illumio Core’s default-deny stance fully addresses this control in
multiple ways:
• Illumination Application Dependency Map and Explorer identify and validate the back office system components
that have legitimate connections to the SWIFT secure zone.
• Policy Generator creates and programs firewall rules that control communications and traffic between authorized
back office systems and SWIFT infrastructure components, down to the port, process, and protocol level.
• SecureConnect encryption protects the confidentiality and integrity of data flows between back office
(or middleware) applications and connecting SWIFT infrastructure components. This maps to the NIST
Subcategory PR.DS-2: Data-intransit is protected.
• AdminConnect provides PKI-based authentication of the machines and provides another layer of security.
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Control

Control Object

Control Type

Illumio
Analysis

2.5A External
Transmission
Data Protection

Protect the confidentiality of SWIFT-related data
transmitted and residing outside of the secure zone.

Advisory

FULL

Description of Illumio Core Support
This requirement outlines the need to maintain the security of SWIFT data during backup, archiving, and
migration between data centers. Illumio Core fully addresses this control with the following capabilities:
• PCE Supercluster configuration, which centralizes and federates policy management across multiple data
center regions, enables security posture parity to be maintained between the source and target workloads
as data is transmitted for migration, archiving, and backup/DR.
• SecureConnect provides another layer of protection by ensuring that data is encrypted during transmission
between zones or data centers

Control

Control Object

Control Type

Illumio
Analysis

2.7 Vulnerability
Scanning (upgraded
from Advisory to
Mandatory)

Identify known vulnerabilities within the local SWIFT
environment by implementing a regular vulnerability
scanning process.

Mandatory

PARTIAL

Description of Illumio Core Support
This control requires that the outcome of the vulnerability scanning is documented (with restricted access) and
analyzed for appropriate action and remediation (such as applying security updates in line with control 2.2).
Illumio Core partially supports this control with the Vulnerability Maps feature. Illumio Core ingests third-party
vulnerability scan data (via REST APIs) to create a vulnerability map, which integrates application dependencies
and network flows with the vulnerabilities that are exposed on communicating ports. The vulnerability map
visually shows the potential lateral attack pathways that a malicious actor could exploit. It also calculates a
Vulnerability Exposure Score (VES), which measures risk based on how many workloads can potentially exploit
a vulnerability in any given host. This information enables security to take the appropriate actions such as
refining the existing rules to the process, port, and protocol as a compensating control.
Authorized users can utilize this information to:
• Enhance patching priority mechanisms.
• Update existing firewall rules by locking down traffic at the port, process, and protocol level as a
compensating control without breaking the application when patching is not feasible.
• Recalculate the VES after patching to show the decline in risk and demonstrate that the compensating
controls are working.
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Control

Control Object

Control Type

Illumio
Analysis

2.8A Critical Activity
Outsourcing

Ensure protection of the local SWIFT infrastructure
from risks exposed by the outsourcing of
critical activities.

Advisory

PARTIAL

Description of Illumio Core Support
Illumio Core partially supports this control:
• Utilize RAEL labeling to tag and identify critical outsourced activities.
• Use outbound rules from the secure zone to tightly control its connections to authorized third-party
providers’ managed applications.

Control

Control Object

Control Type

Illumio
Analysis

2.10A Application
Hardening (NEW)

Reduce the attack surface of SWIFT-related
components by performing application hardening
on the SWIFT-certified messaging and communication
interfaces and related applications.

Advisory

PARTIAL

Description of Illumio Core Support
Illumio Core partially supports this control by programming rules to limit inbound and outbound connections
between SWIFT-certified messaging interfaces and SWIFT components, down to specific ports, processes,
and protocols. In this scenario, workloads running SWIFT messaging interfaces, gateways, and components
have VENs installed.
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5. Manage Identities and Segregate Privileges
Control

Control Object

Control Type

Illumio
Analysis

5.1 Logical Access
Control

Enforce the security principles of need-to-know
access, least privilege, and segregation of duties
for operator accounts.

Mandatory

PARTIAL

Description of Illumio Core Support
Illumio Core partially addresses this control with the following capabilities:
• Adaptive User Segmentation (AUS) can be used to enforce need-to-know access privileges. AUS uses
Microsoft Active Directory groups to limit the connections of VDI users to the SWIFT secure zone.
• Explorer and Policy Generator provide documentation and reporting on the policies, connections, and
flows from operator accounts in order to show compliance to auditors.
This requirement maps to the NIST Subcategory PR.AC-4: Access permissions and authorizations are
managed, incorporating the principles of least privilege and separation of duties.

6. Detect Anomalous Activity to Systems or Transaction
Control

Control Object

Control Type

Illumio
Analysis

6.4 Logging and
Monitoring

Deploy capabilities to detect anomalous activity
within the SWIFT environment, including a process
or tool to frequently store and review logs.

Mandatory

PARTIAL

Description of Illumio Core Support
Illumio Core uses a default-deny model and partially supports this control with the following capabilities:
• In targeted monitoring mode, out-of-compliance connections and traffic are flagged and reported.
• In enforcement mode, unauthorized connections are blocked and failed attempts to connect are logged
and generate alerts for observed policy violations.
• Integration with popular SIEM and security analytics tools via REST API initiates a workflow that forwards
blocked and failed connections to these security tools so that SOC and incident response teams can
analyze and act on this information.
• Explorer allows compliance, audit, and security functions to search the historical traffic database in the
PCE which provides information on the connections and flows.
• Policy Generator provides the ability for authorized users to annotate changes to rulesets, rules. and
user groups, which auditors, compliance, and security teams can also search and review.
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Description of Illumio Core Support (continued)
This requirement maps to the NIST Subcategories DE.CM-1: The network is monitored to detect potential
cybersecurity events; DE.CM-7: Monitoring for unauthorized personnel, connections, devices, and software
is performed; DE.AE-3: Event data are aggregated and correlated from multiple sources and sensors; and
DE.DP-5: Detection processes are continuously improved.

Control

Control Object

Control Type

Illumio
Analysis

6.5A Intrusion
Detection

Detect and prevent anomalous network activity into
and within the local SWIFT environment.

Advisory

PARTIAL

Description of Illumio Core Support
Illumio Core partially addresses this control by identifying and blocking potential flows that are not within
policy. These flows can be identified by red lines in the application dependency map. The block action is
logged and can be shown to an auditor as part of the table view in Explorer. This maps to the NIST
Subcategories DE.AE-1: A baseline of network operations and expected data flows for users and systems
is established and managed; DE.CM-1: The network is monitored to detect potential cybersecurity events;
and DE.CM-7: Monitoring for unauthorized personnel, connections, devices, and software is performed.

7. Plan for Incident Response and Information Sharing
Control

Control Object

Control Type

Illumio
Analysis

7.1 Cyber Incident

Ensure a consistent and effective approach for the
management of cyber incidents.

Mandatory

PARTIAL

Response Planning
Illumio Core’s PCE Supercluster capability partially supports the requirement to create a cyber incident response
plan. Assuming the organization has a formal backup and recovery plan for all critical business lines to support
incident response activities, PCE Supercluster delivers centralized and federated policy management across
all data centers(including those designated as DR/HA sites). Using this capability, the organization can define
and create a process for ensuring that security parity is maintained close to real time during cyber incident
recovery operations.
Organizations can also:
• Use an application dependency map to visually see the impacted systems and use micro-segmentation as a
control to limit the attack exposure.
• Ingest third-party threat and vulnerability information for contextual risk analysis with a vulnerability map.
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Response Planning (continued)
• Use a vulnerability map to block or limit traffic
• Use Explorer to conduct post-incident problem analysis to identify and remediate vulnerabilities.

Implications for Non-Compliance with the SWIFT CSCF
Counterparties to a transaction will be informed if their
transaction parties are not compliant with the CSCF,
especially if there is no local supervisory body.

SWIFT currently does not impose any penalties for
organizations that do not comply with the CSCF and
who fail to submit a self-attestation. However, failure
to submit a self-attestation is visible to the entire SWIFT
community. Members will be able to search the SWIFT
database to determine if a counterparty is
SWIFT compliant.

Non-compliance will therefore severely limit an
organization’s ability to transact business and
facilitate payments.

SWIFT will also report non-compliance with SWIFT CSCF
self-attestation requirements to the local monetary
authorities, central banks, and financial regulatory
agencies. Reporting of non-compliance with SWIFT
selfattestation will be mandatory in 2019.
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Conclusion

• Organizations can use Illumio Core’s PCE Supercluster
configuration to ensure that segmentation policies
are consistently enforced across their global SWIFT
infrastructure, and security parity is maintained across
source and target environments in high availability and
disaster recovery scenarios.

SWIFT requires organizations to effectively scope the
components, and to be able to isolate connections and
tightly control the flow of data across the SWIFT
infrastructure. Illumio Core offers the following benefits:
• Identifying the scope of the SWIFT secure zone is a
core component of an organization’s CSCF program.
SWIFT has identified four reference architecture
types and advises users to review and assess which
of these models closely resembles their organization’s
environment. This evaluation will determine which
components are in scope. Illumio Core’s application
dependency map (Illumination), which provides a realtime view of traffic and workloads, can facilitate this
process and validate existing network and data flow
diagrams. This is particularly valuable in global multicloud and data center deployments.

• Illumio helps financial institutions as well as the
treasury operations of global enterprises comply
with the security controls by providing real-time
visibility into the secure zone and ensuring security
parity as SWIFT workloads move across data centers.
Illumio Core enables SWIFT infrastructure to be
secure and agile.

Learn more about Illumio
and SWIFT at
illumio.com/solutions/swift.

• Illumio Core supports the new control requirements
for virtualization security and application hardening.
Illumio Core is infrastructure agnostic so an
organization can centralize policy management of
segmentation policies across bare-metal, virtual
machines, containers, and clouds via a single control
plane. Users can restrict connections between the
SWIFT secure zone and external, legitimate IP address
down to the port, process, and protocol level. Illumio
Core’s encryption service (SecureConnect) and
certificate-based machine authentication feature
(AdminConnect) provide additional layers of security
on top of fine-grained micro-segmentation.
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About Us

Illumio enables organizations to realize a future without high-profile breaches by preventing the lateral movement of attackers
across any organization. Founded on the principle of least privilege in 2013, Illumio provides visibility and segmentation for
endpoints, data centers or clouds. The world’s leading organizations, including Morgan Stanley, BNP Paribas, Salesforce, and
Oracle NetSuite, trust Illumio to reduce cyber risk. For more information, visit www.illumio.com/what-we-do.

See what customers have to say about Illumio.
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