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Executive Summary
Segmenting your data center or a cloud environment can seem complex and daunting. But by following
some simple rules, your organization’s digital security can be improved incrementally and consistently,
even while reducing mistakes that could disrupt the business.

Billions for What? The Search for Effective Digital Security.
Over the past 30 years, billions of dollars have been
spent on cybersecurity, yet we’re still being breached.
Was that money wasted? Certainly, some of it was. But
most of the money went toward just keeping up with
the changes in computing and networking, as well as the
rising volume and sophistication of cyberattacks.

As application architectures have evolved, traffic
patterns in the data center have changed. Mainly, this
has caused a huge increase in internal network traffic,
known as East-West traffic. The most recent Cisco
Global Networking Trends Report shows that around
three-quarters of all traffic in the data center flows
among workloads.

And cybersecurity is becoming even more challenging.
While digital transformation helps organizations become
more agile, it also creates new security complexities.
Clouds, virtualization and containers have become
nearly ubiquitous, each with its own security concerns.
To keep things simple, instead of thinking about the
infrastructure, we should focus on applications.

But traditional security has focused on traffic as it enters
or exits the data center, known as North-South traffic.
As recent breaches have shown, to reduce the spread of
a breach within an organization, it’s the East-West traffic
we need to manage and control.

73%

27%

East-West
Internal Data Center Traffic

North-South
External Traffic

Figure 1: Although traditional security approaches address North-South traffic, today nearly three-quarters of all traffic is East-West.

This is one reason why Zero Trust segmentation (also known as micro-segmentation) is so powerful. It abstracts
the security policy from the underlying infrastructure and focuses on applications and their services.
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5 New Rules to Secure
Hybrid Networks

far too many segments. Network tools in the data center
were not designed to create, say, 10,000 segments for
10,000 workloads.

In this white paper, we look at five new rules to secure
data centers and cloud environments. These rules
help simplify how organizations should approach their
cybersecurity program to better identify and address
weaknesses in their internal, East-West security. This
is a foundational step in preventing viruses and
cybercriminals from traveling through a network to
cause material damage.

Here’s another area where Zero Trust can help. This
approach extends the segmentation solution as close to
the “birth of a packet” as possible. In this way, a packet
will be either allowed or blocked before it ever reaches
the network fabric. This lets the segmentation tool follow
the workload, and without needing to rely on how each
underlying fabric implements segmentation. That’s
especially important when a workload has been moved
from one data center to another, or from a data center to
a cloud fabric.

Rule 1: Infrastructure should not be
restricted by security — and vice versa

Rule 2: Security policies should be driven
by real-time visibility and insights

The network’s role is to deliver a data packet from one
point to another quickly and reliably. Modern network
fabrics, with their low latency and high bandwidth,
perform this function very well. But if you try to solve
security issues with the network, you’ll compromise both
simplicity and performance.

Reports of cyber breaches often include mentions of
unpatched servers, unknown servers, misconfigured
firewalls and shadow IT. In other words, these breaches
were not stopped because the organization lacked
knowledge about the interactions among applications
and other systems. Without that knowledge, preventing
an attack is difficult, if not impossible.

Similarly, the function of security is not to stop things
from working, but to provide verified access to resources
required by applications. The need for agility demands
that security should be consistently applied to all
resources, independent of their location or platform.
Designing a security policy to match the network
infrastructure is a mistake; it will only increase
complexity and add potential weakness to the overall
security posture.

Organizations need the ability to collect communications,
metadata and vulnerability information, and then display
that data in an intuitive way. With this level of visibility,
users can discover the policies required to either protect
their high-value assets or isolate any unknown servers
or devices.

How to Address

How to Address

Both the network and workloads have security
challenges that are largely independent of each other.
For example, while network devices are concerned
with preventing distributed denial of service (DDoS)
attacks, systems managing workloads need to prevent
ransomware and other malware from entering the
environment. Each priority needs to be dealt
with specifically.

Not having visibility into the communications among
workloads behind the security perimeter is one of
the most difficult challenges faced by IT security
and operations teams. Given this lack of visibility,
administrators cannot tell whether a particular
interaction between two workloads is authorized or
necessary. This makes it hard for them to pin down
insider threats or malicious reconnaissance through
compromised systems.

Similarly, while both networks and workloads in the
data center use segmentation, they use it in different
ways and different scales. Network fabrics create tens
or hundreds of segments to address network security
priorities. If each workload is treated as its own segment
distinct from all other workloads, you can quickly reach
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To help, Illumio Core provides a service called
Illumination. This industry-first innovation sheds light
on internal traffic flows among workloads. It uses an
interactive, graphical layout that displays the topology
of the workloads making up an application. Illumio Core
provides two modes of operation:

Illumination also reveals if and when resources in a public
cloud fabric can communicate with resources in an onpremises data center. And it can do this without needing
to know the underlying networking details. One benefit:
Compliance problems can be quickly discovered from an
application-centric view of the overall environment.

• Visibility mode lets security administrators view the
current state of affairs of both workloads and their
interactions. Administrators can visualize workloads
and traffic flows, perform policy analyses, assess
security gaps and potential impacts to application
flows, and discover unused workloads.

Illumination also lets security teams make wellinformed policy decisions and apply security policies
selectively. The service offers a stepping stone approach
to enforcing accurate policies on applications. After
enforcement is applied, Illumination gives admins
visibility into any blocked connection attempts that
might point to a compromised system.

• Enforcement mode lets administrators write security
policies using natural-language terms to describe
desired communications among workloads. Once
the policies are enforced, workloads are locked down
so that they interact only within the specifically
allowed paths.

Figure 2: Illumination map showing allowed connections in green and blocked connections in red.
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The first step may be to stop servers in development
from talking to servers in production, while at the same
time allowing the application manager to talk between
the two environments. To do this with purely allowed
rules requires having all the rules in place and ensuring
they are correct. Alternatively, trying to use deny rules
will introduce the issue of rule ordering. It also means
you’ll need to remove them to achieve full Zero
Trust segmentation.

The single biggest reason for a firewall failure is
misconfiguration. With the huge increase in the volume
and variety of traffic in the data center, the potential
for this kind of error is significant. Using the discovered
information, a manager should be able to simply
define the required policy, which the system will then
automatically deploy and enforce.

Automation can proceed only as fast as it can be
abstracted. A successful policy model needs to abstract
away any vestiges of both network addressing and the
enforcement mechanism itself. The policy must deal only
in what is desired. In this way, automation can easily
state the outcome.

All policies should be defined in a natural language,
using simple-to-understand identities for each workload.
It’s important to keep the labeling of each workload
simple. Don’t complicate things by applying too many
tags or identifiers.

For example: “Web must talk to app.” The rules required
to make that true will be ever-changing in a dynamic
cloud or automated environment. If that kind of
complexity is exposed to the automation framework,
it won’t be able to scale.

How to Address
One big benefit of a Zero Trust segmentation policy is
its simplicity and compactness. Saying what you want to
permit is much easier than describing all the things you
want to deny.

Any policy that relies on IP addresses, no matter
how well-meaning, simply will not scale. Similarly, the
enforcement mechanism must be hidden. Once the
desire has been stated, the micro-segmentation policy
engine should figure out the best way to implement that
policy, given the resources it knows about.

The primary downside of a Zero Trust segmentation
policy is that it has to be well-crafted and consistent.
That means the rules need to be fully enforced. If we
forget to note something that should be allowed, the
application will not function correctly. On the journey
toward an enforced micro-segmentation policy, some
policies are easier to validate than others.

As systems come and go, and the number of
enforcement points flex, the policy and rules base must
grow and flex, too. Only a fully abstracted policy will
give DevOps and cloud architects the capabilities they
need to seamlessly implement and manage microsegmentation as computing technologies evolve.

Take the domain naming system (DNS) and most core
computing services: There’s no ambiguity about how
they function. Every machine in the data center should
contact the DNS servers on a particular port, and they
should refuse any communications on that port from
all other machines except the DNS servers. If we know
this with 100% confidence, then we can implement that
policy immediately.
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How to Address
It’s important to implement micro-segmentation and
Zero Trust segmentation policies gradually. But spending
time and effort to ensure accurate configurations doesn’t
guarantee that configuration will run problem-free.

In any project or deployment, all changes should be
tested before going live. The same is true for security
policies. Changing the configuration of any security
device can cause disruptions, and that can include
applications becoming unavailable. All policy changes
should be modeled and tested against live traffic. In this
way, you can determine whether they’re effective and
ensure they do not disrupt the business.

This is where the visibility modes in Illumio Core
become invaluable. These modes let you test most any
configuration against live traffic.
Users can build what-if scenarios by showing where rules
have been applied, where rules have yet to be applied,
and where a policy has been created but not
yet enforced.

One of the main reasons for this is risk. Gartner has
discovered that 95 percent of firewall breaches are
caused by misconfiguration. Given that any segmentation
implementation is likely to be enforcing rules on three
times the traffic of a perimeter firewall, the potential for
misconfiguration and potential breach is even higher.
Another risk is that any firewall misconfiguration can
cause communications to break and business services
to fail.

Once that has been done, the host firewall can act as
though it’s in full operation. This can include sending
alerts to a security information and event management
(SIEM) system when an event is out of scope.
Additionally, the firewall can run in this mode for any
period, dependably identifying traffic that may appear
only infrequently.

Figure 3: Illumination map: potentially blocked links are shown in yellow.
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Rule 5: Apply security incrementally and
consistently — regardless of the scale or
environment

Today’s infrastructure choices are broad and varied, and
they may contain many legacy systems. So any solution
needs to work with such diversity, regardless of scale
or platform.

Complexity and errors occur when changes are made.
That might mean supporting a new operating system,
moving some applications to the cloud, or growing
the organization. Once a policy is defined, it should be
automatically enforced, regardless of whether there is
one workload or 100,000. And you should be able to
do that without needing complex additional equipment
or steps.

Illumio Core is designed to scale linearly from 1 to
over 100,000 workloads, and without any need
for concentrators or aggregators. The application
dependency map works in real time, and it can zoom in
from a global view to individual workloads. Unmanaged
workloads such as video surveillance systems or doorentry systems can be visualized just like a traditional
Linux workload.

How to Address

The first step in building out your Zero Trust
segmentation program could be to stop servers in
your development environment from talking to servers
in your production environment. At the same time, you
will also want the application manager to talk with
both environments.

All policies should be applied step-by-step rather than as
a “big bang.” There nothing more frustrating than when
a vendor says, “If you want to go from 100 workloads to
101, you’ll need to buy this extra product.”
Similarly, you don’t want to be told, “Our product works
differently or not at all with AIX instead of Linux.”

This requires all rules to be both in place and correct.
Alternatively, trying to use deny rules will introduce the
issue of rule ordering, along with the need to remove
them to achieve full Zero Trust segmentation.

DEV & PROD
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Illumio offers a feature called Enforcement Boundaries that can stop communication among environments while allowing
exceptions within a single policy. This policy can be built without concern for rule ordering. And as workloads become
fully enforced, the policy can be removed easily as part of a Zero Trust migration.
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Success requires a security platform that can discover, create, distribute and enforce policies gradually, while making it
quick and easy to test and deploy these Zero Trust policies. You may not be able to reduce security spending. But you
can certainly make sure the dollars you do spend keep your data centers and clouds safe and secure.

Would you like to learn more about how Illumio can help you improve security for
your data centers and cloud environments? Contact our Zero Trust experts today.
Or sign up for the Illumio Experience to try it yourself. Visit us at: www.illumio.com
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Illumio, the pioneer and market leader of Zero Trust Segmentation, stops breaches from becoming cyber disasters.
Illumio Core and Illumio Edge automate policy enforcement to stop cyberattacks and ransomware from spreading
across applications, containers, clouds, data centers, and endpoints. By combining intelligent visibility to detect threats
with security enforcement achieved in minutes, Illumio enables the world’s leading organizations to strengthen their
cyber resiliency and reduce risk.

See what customers have to say about Illumio.
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